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1 Introduction

Any approach to intrusion detection should take into account that most so-
phisticated attacks strive to occupy the lowest system level. Thisis due to
at least two reasons: (i) to achieve a full system control; (ii) to deceive the
legitimate system owner by hiding the traces of the compromise and pro-
viding the owner with a false sense of security. As an example, rootkits
have gradually evolved from user-level to kernel-level rootkits [10, 30].
This implies that, since both rootkits and tools that detect them run at the
lowest level, the kernel one, only the first one able to predict and prevent
the adversary moves can eventually succeed in getting full control of the
system [27].
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In the context previously described, a fully general, level-independent
technique to discover signs of intrusions is introspection. This technique
analyzes the system memory to rebuild data structures of interest and
check their consistency. If no dedicated hardware support is available [26],
virtual machine introspection [13] can be applied provided that the OS and
applications to be monitored are executed insidea VM. A VM is an execu-
tion environment created by a virtualization technology that emulates, at
software, the behavior of the underlying architecture [7, 34]. To create,
manage and monitor the VMs, this technology introduces the virtual ma-
chine monitor (VMM) [12] a thin software layer in-between the OS layer
and the hardware/firmware one. In this way, a standard physical machine
supports several VMs, each running a distinct OS. By exploiting the VMM
direct access to the memory of each VM, virtual machine introspection can
analyze the state of the kernel hosted on a VM. In this way, introspection
is applied at alower level than the one an attacker can gain and, provided
that the VMM cannot be subverted, we can build from the VMM up a
chain of trust where each level applies a set of different consistency checks
to discover attacks. In the following we will use the term introspection
rather than the more correct, but longer, virtual machine introspection.

As discussed in the next sections, we believe that VMM and introspec-
tion are important building blocks to create high assurance systems. In this
view, we have devel oped Psyco-Virt, a software architecture that integrates
introspection with a set of host and network I1DS tools to achieve high as-
surance on the integrity of the VMs. The overall architecture consists of a
cluster of monitored VMs (Mon-VMs), i.e. the VMs to monitor, and intro-
spection VMs (IVMs) to implement the monitoring. All the Mon-VMs are
mapped onto a cluster of physical nodes, and one IVM is introduced for
each physical node. All the Mon-VMs are connected by a virtual network,
the data one, to exchange application traffic. A further virtual network, the
control network, connects all the IVMs and each IVM and the Mon-VMs
on the same node. This is a private hierarchical network that spans across
distinct physical nodes to support the exchange of alerts and introspection
information. A set of IDS agents on each Mon-VM discovers attempted in-
trusiong/attacks and, in such a case, an agent aerts the IVM through the
control network. In Psyco-Virt, the kernel of each Mon-VM guarantees the
integrity of the controls implemented by the IDS agents, while an intro-
spector running on the IVM exploits the VMM control interface to apply
introspection and monitor the kernel of each Mon-VM to discover attacks
against the kernel itself. In this way, the overall assurance is achieved in
three steps:
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1. the IDS agents apply a broad range of security checks, such as file
system integrity, denial-of-service detection and prevention, anomaly
detection;

2. the kernel of a Mon-VM controls the correct execution and integrity
of the IDS agents;

3. the IVM applies introspection to assure the integrity of the kernel
inside each Mon-VM.

Obviously, the second step may also use already existing security fea-
tures, such as those offered by SELinux [21, 22].

The overall architecture provides assurance that critical VM compo-
nents, such as the kernel and the agents, cannot be tampered with to make
them return bogus data. In this way, the trusted computing base (TCB) in-
cludes al the components protected by the chain of trust starting with in-
trospection. In turn, this strongly reduces the probability of a successful at-
tack against the Mon-VMs. A further advantage of the architecture is that
the configuration of each VM can be specialized to minimize the software
it runs according to both its role and the applications of interest [33, 28, 2].
Lastly, since IDS agents may be simple wrappers to standard IDS tools,
the architecture exploits at best current security tools to discover intrusions
and attacks against the Mon-VMs.

The rest of the paper is organized as follows. Sect. 2 describes the over-
all architecture of Psyco-Virt and justifies the main assumptions underly-
ing its definition. Sect. 3 discusses the current implementation and shows
some examples of IDS agents and of integrity checks applied at different
levels. Sect. 4 presents an evaluation of security and performance results
and describes the current limitations of the prototype. Sect. 5 discusses re-
lated works. Finally, in Sect. 6 we draw afirst set of conclusions and out-
line future devel opments.

2 Psyco-Virt Overview

After presenting the overall architecture of Psyco-Virt, we discuss the
tasks of the IVMs and of the Mon-VMs.

2.1 Overall Architecture

Psyco-Virt assumes that the applications of interest are mapped onto a
cluster of VMs, the Mon-VMs, which are then mapped onto a cluster of
physical nodes. Each node runsa VMM and an introspector VM (IVM). In
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turn, each Mon-VM runs an OS and a set of IDS agents (see Fig. 1). A col-
lector on each Mon-VM supports the exchange of aerts and commands
among the agents and the IVM. All the Mon-VMs are connected by a data
network that supports application and OS traffic. A distinct network, the
control one, connects the IVMs and each IVM to the Mon-VMs on the
same node. This is a virtua private network, which cannot be accessed
from the outside world. The control network connects the Mon-VMs in a
hierarchical way to the IVMs to exchange: (i) commands among the IVM
and the collector or the agents; (ii) alerts reporting intrusions or attacks
from the agents to the IVM; (iii) control information among the IVMs to
coordinate the detection.

One of the main tasks of an IVM isto apply introspection to protect the
kernel of each Mon-VM. In this way, Psyco-Virt integrates both agents to
detect intrusions on the Mon-VMs and introspection to preserve the integ-
rity of the kernel of the Mon-VMs themselves. Each agent is a wrapper for
atool, such as chkrootkit [6] or Snort [31], which monitors critical parts of
the system and aerts the IVM through the control network each time anin-
trusion is suspected. The IVM analyzes the aerts received from the agents
and handles the detection of an intrusion or attack by executing a proper
action, i.e. stop or freeze the execution of a compromised Mon-VM. The
ability of freezing aVM to examine its state in more details is a fundamen-
tal advantage and a peculiarity of the virtualization technology.

Note that a Mon-VM can be introduced just to run an agent, as an ex-
ample, a network IDS that analyzes the data network traffic. Obviously,
the configuration of this Mon-VM should be optimized to reduce the soft-
ware it runs and hence the opportunity of a successful attack against it.

To justify the multi-level approach we have adopted, consider an ater-
native solution that applies introspection by modifying an existing IDS
tool so that it can apply introspection at the VMM level from the IVM. The
complexity of this solution is very high because the IDS tool should moni-
tor the Mon-VMs through a set of checks defined at the hardware level. A
further, distinct, approach applies introspection to evaluate a set of consis-
tency checks defined according to the OS-level semantics. This approach
does not have to modify the IDS, provided that the introspection library
enables the IDS to exploit a high level view of the VMs, defined in terms
of files, processes and virtual memory. Thisis particularly challenging, as
in the case of reproducing the structure and the operations of an existing
file system. Both approaches are feasible, but the first one requires current
IDS tools to be modified so that they work at the hardware level. On the
other hand, the second approach requires a complex introspection library
that should also support the various versions of the OSes of interest. Our
approach is different from both the previous ones. In fact, Psyco-Virt dis-
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covers intrusions on a Mon-VM through agents that exploit standard IDS
tools, which do not have to be modified, as in the first approach. Further-
more, to simplify the adoption of introspection, our solution extends the
kernel with functions that monitor the agents. As a consequence, Psyco-
Virt only requires an introspection library much simpler than the one of the
second approach because it only evaluates kernel related properties, and
the introspector on the IVM can guarantee the integrity of the overal de-
tection system by monitoring the kernel of the Mon-VMs only.

An important assumption of our approach is that the VMM can be
trusted and that introspection is the basis of a chain of trust from the VMM
to the kernel and then to the IDSes. The reason for assuming that both the
VMM and introspection are trusted is twofold. Firstly, the VMM has full
visibility of aMon-VM, because it can access every VM components, such
as the memory it alocates to them. Secondly, the VMM is more robust
than commodity OSes because: (i) the interface it exports to the higher
levelsis very simple and so more difficult to subvert than, for example, the
one of an OS kernel that implements hundreds of system-calls; (ii) the
small size of its code reduces the likelihood of a compromise. In conclu-
sion, since the VMM has full visibility of the VMs it supports and it is es-
sentially isolated from these VMs, the complexity of compromising the
VMM or of eluding the introspection monitoring capabilitiesis very high.

Mon-VM

VPN/FW | VPN ] veniew

1
jsecond

I level
1

COLLECTOR |D|RFfT0R||IN-‘H05"L&. =} | [IN‘HOH‘L(‘IUI! |IDII!LC|0|1 7 | COLLECTOR f

H - i [P

+ KERMEL ntegritys,  KERNEL ! | first

H checks : \level §
A : ‘trusted

éaferts afertsl: | chain

introspection '
TonTROL | S :
o m ____ rol network

virtual
ET YMM

H control netwark : TONTROC
--' INTERFACE
VMM virtual
bridge

Fig. 1. Psyco-Virt Architecture
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2.2 Introspection VM

The introspector on the IVM applies introspection to discover attacks
against critical components of the kernel of a Mon-VM. In particular, it
monitors the text section of the kernel and that of the loaded modules to
discover whether they have been modified. These memory regions should
be read-only, hence any attempt to update them implies that an attacker is
trying to insert and execute arbitrary instructions. As an example, this hap-
pens when a kernel-level rootkit tries to modify the code of a system call.

When an agent on a Mon-VM detects an attack or when the introspector
discovers that the kernel of a Mon-VM has been modified, the IVM han-
dles the corresponding event by executing one of the following actions: (i)
stop the execution of a VM and save its state in a file; (ii) kill a process
(the offending one); (iii) close the connection of the VM to the data net-
work; (iv) disconnect a user connected to a VM; (v) send an alert to the
system console to inform the administrator. Since further information may
be required to choose the proper action, the IVM runs a director to: (i) col-
lect al the aerts from either the agents through the collector or the intro-
spector; (ii) actively interact with the agents on the Mon-VMs to access
specific information about the monitored systems.

The Psyco-Virt introspection library enables the introspector on the
IVM to build a high level view of a Mon-VM state starting from the raw
data in the Mon-VM memory. This library plays a fundamental role be-
cause the VMM control interface provides only alow level view of aMon-
VM, i.e. in terms of memory, registers and disk blocks, whereas the intro-
spector should reason in terms of kernel data structures, such as the proc-
ess descriptor or the system call table. Thus, the library should translate the
low level data received from the VMM control interface into a high level
view in terms of kernel data structures. This requires that the library knows
the kernel hosted by each Mon-VM, the data structures it uses and the
memory areas where they are allocated. In thisway, Psyco-Virt can exploit
a kernel level view of the status of the Mon-VMs and consider global in-
formation such as the list of the running processes, the list of the loaded
modules or information associated with a process identifier (PID), such as
the list of open files/sockets. This information may be used to implement a
very general and effective consistency check: the IVM builds alist of ker-
nel data structures and compares this information against the one returned
by an OS command executed on the Mon-VM. Any difference may signal
that an attacker istrying to hide her presence.

The control network among the IVMs simplifies the recognition of dis-
tributed attacks because the IV Ms can broadcast information about attacks,
detected either by agents or through introspection. This network is aso
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used to coordinate the shutdown of the Mon-VMs executing applications
that are the target of a distributed attack.

2.3 Monitored VM

Each Mon-VM may run several 1DS agents, each checking a distinct as-
pect of the OS or of the applications. The collector receives al the mes-
sages from these agents, and immediately forwards any message that re-
ports an attack or an intrusion to the director on the IVM. Custom agents
may be created to directly interact with Psyco-Virt to discover intrusions,
or existing NIDS/HIDS tools can be used. For example, custom agents
could analyze audit logs to discover unsuccessful login attempts. Con-
versely, tools such as Tripwire [25] may alert the collector any time they
detect an attempted intrusion or attack. Each agent behaves like a common
host IDS that monitors system calls, audit and applications log files and
file system changes. The number of agents and the checks they implement
are strongly related to the required security level.

3 Current Prototype

The first prototype of Psyco-Virt has been developed using the C lan-
guage. The VMM we used is Xen [7] while al the Mon-VMs run the
Linux Debian distribution. We also used XenAccess [36] as the basis of
the Psyco-Virt introspection library and the Xen Control library to stop a
VM, save its state to a file and resume a suspended VM. Lastly, we used
OpenSSL [23] and the Linux Cryptolib to compute the hashes, while
OpenVPN [24] was used to set up the control network among the IVMsin
distinct nodes. The source code of the current prototype is available at
http://www.di.unipi.it/~dani el e/projects/projects.php.

3.1 Introspection Functions

The following paragraphs discuss the implementation of some sample
introspection functions to exemplify some of the capabilities of Psyco-
Virt. To implement these functions, we used the headers of the Linux ker-
nel running inside the Mon-VMs, so that through introspection the intro-
spector could reconstruct kernel data structures.



8  Fabrizio Baiardi, Daniele Sgandurra

3.1.1 Detecting Kernel Modifications

This introspection function discovers attacks to the kernel of a Mon-
VM. The IVM checks the memory pages storing:

o the kernel code, from the address _text to _etext;
¢ the system call dispatch table, stored in the sys call_table array;
o theinterrupt descriptor table, stored in the idt_table table.

Since these pages should never be modified, the introspector periodi-
cally computes their hashes to verify that they have not been updated. To
detect illegal updates to pages that can be modified, a set of invariants can
also be evaluated at runtime [9]. Thisideais left for afuture work.

3.1.2 Running Processes Checker

According to the general approach previously described, the introspec-
tor applies introspection to rebuild the list pointed by the init_task symbol
and retrieve the set of the running processes on a VM. Then, it compares
this set against the one returned by executing the command ps on the Mon-
VM. If the two sets of PIDs differ, then it is very likely that an attacker has
replaced critical system binaries with trojaned versions to hide her pres-
ence. In case of systems running a fixed number of processes, more severe
checks can be defined because the list of allowed PIDs, paired with the
name of the processes, can be fixed during the boot of aMon-VM.

3.1.3 Loaded Modules Authenticator

This function rebuilds the list pointed by the modules symbol to retrieve
the list of the modules inserted into the kernel. Then, it checks their integ-
rity and that if they are authorized kernel modules. To this purpose, the
first time a Mon-VM is started, we load all the kernel modules it can run.
For each module, this function computes the hash of the pages storing its
code and save these values and the name of the module in a file. Later,
when the Mon-VM is running, this function periodically computes the
hash of the pages storing the code of each loaded module and checks if this
value differs from the previous one or if the name of a module differs from
the stored values. Any difference implies that either a module has been
modified or a not authorized one has been loaded. An analogous check is
applied to the list of open files.
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3.1.4 Promiscuous Mode Checker

This function requests the pages starting from the kernel symbol
dev_base, a pointer to alist of device structures in the Mon-VM. For each
structure, the function verifies whether the corresponding flags indicate
that the interface is set into promiscuous mode. This approach applies the
same checks implemented in [11], but at a distinct level. In fact, while
kstat accesses these structures at the user-level through /devikmem or, if
implemented as a module, at the kernel-level, the introspector function of
Psyco-Virt applies these checks at the VMM level. Hence, it cannot be de-
feated even if an attacker gains root privileges.

3.1.5 Anti-spoofing

To support the anti-spoofing capabilities, the IVM Linux kernel is com-
piled with the following options:

e CONFIG_NETFILTER_XT_MATCH_PHY SDEV
CONFIG_BRIDGE_NETFILTER
CONFIG_NETFILTER_NETLINK
CONFIG_NETFILTER_XTABLES
CONFIG_BRIDGE

The IVM implements the anti-spoofing checks on the virtua bridge
connecting the VMs on the same node using a set of iptables [15] rules.
Each rule is defined in terms of the static 1P address bound to the virtual
interface assigned to a Mon-VM. Every packet with a spoofed source IP
address is dropped and logged.

4 Security and Performance Results

This section presents an evaluation of Psyco-Virt from the security and
the performance points of view. To test Psyco-Virt capabilities, we config-
ured an IVM to compute, with a predefined frequency, the hashes of the
text area of the kernel and of the modules inside each Mon-VM. In turn, an
authorized module into the kernel of each Mon-VM periodically computes
the hashes of the text area of critical processes of a Mon-VM, such as the
collector, the hosts and network IDSes. The IVM also verifies that the list
of the loaded modules into the kernel only contains authorized modules,
and that the list of running processes and open files does not include hid-
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den entries. Lastly, it applies anti-spoofing techniques on the virtual bridge
and checks that no Mon-VM is sniffing traffic.

4.1 Effectiveness

To evaluate the effectiveness of the checks implemented by Psyco-Virt,
we wrote sample rootkits to update both the text area of a critical process
and an entry in the idt_table pointing to a modified interrupt handler [18].
We also inserted a malicious module into the kernel of each Mon-VM to
modify both a pointer in the sys call_table and an existing system call.
Besides, we replaced the system binaries ps and Isof to hide specific proc-
esses/files.

The IVM detects the modifications to the system call handler or to an
existing system call as well asto pointersin the sys_call_table or to an en-
try intheidt_table. The module into the Mon-VM kernel also detects when
the text area of a critical process is modified, while the IVM detects each
not authorized module loaded into the Mon-VM kernel, as well as a mali-
cious update to an authorized module. Moreover, chkrootkit or Tripwire
detects any update to system binaries and the process checker discovers the
presence of hidden processes/files. In any of the previous cases, an alert is
sent to the director. Finally, the IVM easily detects when an interface is set
to promiscuous mode, or when the IP source address of a packet has been
spoofed.

4.2 Performance Overhead

To evaluate the overhead due to Psyco-Virt, we ran the |Ozone Filesys-
tem benchmark tool [14] on a Mon-VM, while the IVM applies the whole
set of consistency checks discussed earlier, with a period between each in-
vocation of 1, 5, 10, 30, 60 seconds or without applying any check. Fig. 2
shows that the maximum overhead on the read test, due to the consistency
checks, is about 7%. The same result holds for the write test.

4.3 Limitations

Currently there are some attacks that Psyco-Virt cannot detect. As an ex-
ample, Psyco-Virt only checks that the idt_table and the sys call_table
have not been updated, but several other kernel sensitive data structures
need to be protected. Moreover, any malicious modification against dy-
namic data in memory, both in the kernel and user space, is not detected.
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As an example, malicious updates of the stack or of the heap are not de-
tected. The complexity of preventing these attacks is very high because a
set of memory invariants has to be computed for each process and for the
kernel. Ancther problem arises if an attacker detects the presence of the
VMM. In fact, she can try to directly attack the VMM or evade the consis-
tency checks. Evasion is possible provided that sensitive data structures are
updated after the checks have been applied and that a consistent state is re-
stored just before the checks are applied again. Finaly, provided that an at-
tacker can insert a module the first time the hashes of the authorized mod-
ules are computed, a malicious module can be considered an authentic one.

Read Performance

630000

620000 A
610000 /‘\‘/
600000

s
590000 /

KBytes per sec

580000

570000

560000

hterval=1 Interval=5  Interval=10 Interval=30 Interval=60 No Introsp.

Fig. 2. IOzone Read Performance on a Mon-VM

5 Related Works

VMI isfirst discussed in [13] together with Livewire, which is a proto-
type of VMI IDS. ReVirt [8] supports recovery, checkpoint and roll-back
of VMs and uses virtual-machine replay to re-execute a system, encapsu-
lated in a VM, instruction-by-instruction for recovering purposes. IntroVirt
[16] is a system that detects intrusions by executing vulnerability-specific
predicates. Paladin [1] is a framework that exploits the virtualization tech-
nology to detect and contain rootkit attacks. Manitou [20] is a system im-
plemented within a VMM that ensures that a VM can only execute author-
ized code by computing the hash of each page before executing the code
and setting the executable bit only if its hash belongs to alist of authorized
hashes. [35] describes a hierarchical trust management framework, where
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the root of trust is a secure co-processor, which periodically triggers a set
of security checkers to build up a chain of trust. The idea of a distributed
IDS was first introduced in [29] to monitor a heterogeneous network. The
proposed prototype combined data reduction and a centralized data analy-
sis. Netstat [32] is a NIDS that applies state transition analysis techniques
by modeling intrusions through state transition diagrams. Hyperspector
[19] is a monitoring environment to detect intrusions in a distributed sys-
tem, by running each IDS inside a dedicated VM, and connecting all the
IDS using an independent virtual network. Collapsar [17] is a virtual
honeypot architecture to detect network attacks.

6 Conclusion and Future Developments

Psyco-Virt shows that the proposed multi-level approach to achieve
highly assurance intrusion detection systems is feasible and effective, and
that the overhead is acceptable. The proposed approach defines a three-
steps strategy: (i) a set of processes implements HIDS and NIDS tools to
detect attacks and intrusions on the Mon-VMs; (ii) specific modules into
the kernel of the Mon-VMs check the integrity of these critical processes;
(iii) virtual machine introspection is used to protect kernel integrity. In this
way, the proposed architecture builds a chain of trust, where each level
verifies the integrity of the one aboveit.

Our future research is focused on the use of introspection to check at
runtime a set of memory invariants that should hold for a process or for the
kernel. These invariants are computed by applying formal static analysis
based on an abstract interpretation approach to the programs or to the ker-
nel code [5, 4, 3]. The set of invariants is an input for the IVM which, for
example, may freeze a Mon-VM each time a system call is executed, and
apply introspection to check that invariant properties regarding system call
parameters are verified.
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